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Global dependence on connected products has led to an immediate need for laws and
regulations to protect information on the devices from online theft or manipulation. A few
countries have taken bold steps to enact cybersecurity regulations, but most have taken only

tentative action.

Industry 4.0 (also known as the fourth industrial revolution) can be defined as utilizing smart
technologies and automation to assist with traditional manufacturing. These machines are
often interconnected and connected to the internet, which presents an increased security
risk, especially as cybercriminals can easily access full networks through vulnerabilities of

individual devices.

This white paper will give an overview of cybersecurity regulations and standards around the
world, with a focus on the EU, UK, USA, Australia, China, Brazil and South Africa. It will also
shed light on some of the most common requirements for manufacturers of connected

products.

Below is an overview of recent cybersecurity regulations around the world, representing a
snapshot of the regulatory landscape and how countries are adapting to the everchanging

cyber world. The examples below are in no way exhaustive.

2.1. European Union

The EU launched its cybersecurity certification scheme (EUCC) on 25 May
2021. The scheme will act as a successor to the SOG-IS MRA that is already in place in the
field of information systems security and common information technology security

evaluation criteria.


https://www.enisa.europa.eu/publications/cybersecurity-certification-eucc-candidate-scheme-v1-1.1
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The scheme will be implemented by the European Union Agency for Cybersecurity (ENISA)
using the Common Criteria ISO/IEC 15408. The European Cybersecurity certification
framework will consist of several schemes expected to gradually increase trust in ICT
products, services and processes certified under these schemes and reduce the costs within
the Digital Single Market.

The EU is currently also to look
at online selling and new technologies. With the increase in implementing Al and smart
components in comparison to when it was originally released in 2001, the existing Directive
is not able to sufficiently cover the full scope of modern products. The revision is specifically
looking into the definition of products, and the new risks of having a product that is open to

security threats.

Cybersecurity cannot be mentioned without also mentioning the

of 2016. The concern is the large amount of data collected by connected
devices, in addition to the sensitive nature of some types of data (home security cameras,
smart assistants and fitness wearables). Therefore, GDPR has given consumers more

control over their personal data.

2.2. United Kingdom

The UK government launched a public consultation for connected consumer products
regulations in July 2020. In April 2021, the UK Minister for Digital Infrastructure Matt Warman

MP to the consultation.

The response confirmed plans to introduce new laws that will contain mandatory
cybersecurity requirements for connected products. The response also stated that “the
regulation will apply to all consumer connected products such as smart speakers, smart
televisions, connected doorbells and smartphones. A nhumber of devices will be exempt due
to the specific circumstances of how they are constructed and secured, including desktop
computers and laptops. The security requirements will align with international standards and

are familiar to all manufacturers and other relevant parties across the industry.”


https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12466-General-Product-Safety-Directive-review_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
https://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_en
https://www.gov.uk/government/publications/regulating-consumer-smart-product-cyber-security-government-response/government-response-to-the-call-for-views-on-consumer-connected-product-cyber-security-legislation
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2.3. United States

The California State Legislature has issued Bill 327 on the ,
that is also known as the California lIoT Law. This law has been in force since January 2020,
and it requires manufacturers of connected devices “to equip the device with a reasonable
security feature or features that are appropriate to the nature and function of the device,
appropriate to the information it may collect, contain, or transmit, and designed to protect
the device and any information contained therein from unauthorized access, destruction,

use, modification, or disclosure, as specified.”

The US National Institute of Standards and Technology (NIST) has also issued a number of
guides and reports, including the . The framework “is
voluntary guidance, based on existing standards, guidelines, and practices for organizations
to better manage and reduce cybersecurity risk. In addition to helping organizations manage
and reduce risks, it was designed to foster risk and cybersecurity management

communications amongst both internal and external organizational stakeholders.”

In May 2020, NIST issued an interesting document that is addressed to manufacturers:

The document
“describes recommended activities related to cybersecurity that manufacturers should
consider performing before their 10T devices are sold to customers. These foundational
cybersecurity activities can help manufacturers lessen the cybersecurity-related efforts
needed by customers, which in turn can reduce the prevalence and severity of IoT device

compromises and the attacks performed using compromised devices.”

2.4. Australia

In September 2020, the Australian Department of Home Affairs issued a voluntary Code of
Practice document: . The document
“represents a first step in the Australian Government'’s approach to improve the security of
loT devices in Australia.” This code of practice contains 13 principles and is intended for a

business audience, but can also be browsed by consumers to encourage healthy security


https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201720180SB327
https://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/detail/nistir/8259/final
https://www.homeaffairs.gov.au/reports-and-pubs/files/code-of-practice.pdf
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behaviours, and to increase awareness. “The Australian Government recommends industry
prioritize the top three principles because action on default passwords, vulnerability
disclosure and security updates will bring the largest security benefits in the short term.”

Among the principles are the following:

No duplicated default or weak passwords
Implement a vulnerability disclosure policy
Keep software securely updated

Securely store credentials

Make systems resilient to outages

Make it easy for consumers to delete personal data

2.5. Brazil

In January 2021, the Brazil National Telecommunications Agency (ANATEL) published
regarding the minimum cybersecurity requirements for telecommunications
equipment. The Act seeks to establish a set of cybersecurity requirements for
telecommunications equipment to minimize or correct vulnerabilities through
software/firmware updates or configuration recommendations. This Act enters into force on
4 July 2021. The act refers to international standards, including ISO/IEC 27402 —
Cybersecurity — IoT security and privacy — Device baseline requirements [DRAFT], ETSI EN
303 645 v2.1.1 (2020-06) - CYBER; Cyber Security for Consumer Internet of Things: Baseline
Requirements, and ETSI TS 133 117 V16.5.0 (2020-08) - Universal Mobile
Telecommunications System (UMTS); LTE; Catalog of general security assurance

requirements, but it does not specify which standards must be followed for compliance.

The Act requires steps be taken to enable the use of appropriate encryption methods,
according to international standards, for the transmission and storage of sensitive and
personal data, and users must be able to easily delete their stored data without risks of
exposure of personal information. §5.1.7 is responsible for the ability to mitigate potential

attacks.


https://informacoes.anatel.gov.br/legislacao/atos-de-certificacao-de-produtos/2021/1505-ato-77#
https://informacoes.anatel.gov.br/legislacao/atos-de-certificacao-de-produtos/2021/1505-ato-77#
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2.6. China

China has various cybersecurity and data regulations that are issued by different authorities.
Among these regulations is the . The Law aims to guarantee
cybersecurity, safeguard cyberspace sovereignty, national security and public interest, and to

protect the lawful rights and interests of citizens, legal persons and other organizations.

The Law comprises 79 articles in seven chapters and covers: collection, use and protection
of personal information, protection of critical information infrastructure, clarification of
responsibilities of network operators, and certification of critical equipment and special

cybersecurity products.

2.7. South Africa

In April 2021, the South African Department of Communications and Digital Technologies
issued a . The following objectives of the policy are

outlined, to:

“Promote connectivity and access to data and cloud services

Remove regulatory barriers and enable competition

Ensure implementation of effective cybersecurity privacy, and data and cloud
infrastructure protection measures

Provide for institutional mechanisms for the governance of data and cloud services
Support the development of small, medium, and micro enterprises (SMMEs)

Provide for research, innovation, and human capital development.”

There are various standards that are concerned with cybersecurity around the world,

including:


http://www.gov.cn/xinwen/2016-11/07/content_5129723.htm
https://www.gov.za/sites/default/files/gcis_document/202104/44411gon309.pdf
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ISO/IEC 27000-series is a group of standards that were developed by the International
Organization for Standardization (ISO) and the International Electrotechnical Commission
(IEC). The series acts as guidance to companies and organizations to help them enhance
their security measures and prevent data breaches. They outline information security
management system (ISMS) requirements and the steps necessary to prove compliance.

They also cover information security controls that a company can implement.

ETSI EN 303 645 - Cyber Security for Consumer Internet of Things: Baseline Requirements.
According to the European Union Agency for Cybersecurity (ENISA), this standard
“establishes a common baseline across the European and wider global market, raising the
security bar for all consumer loT devices from near-zero to a good level” and “every major, at

scale, attack involving consumer loT seen to date is covered.”

ISO 22301 - Security and resilience - Business continuity management systems -
Requirements. According to the International Standards Organization (ISO), this standard
contains “requirements to implement, maintain and improve a management system to
protect against, reduce the likelihood of the occurrence of, prepare for, respond to and

recover from disruptions when they arise.”

ISO/IEC 15408 - Information technology — Security techniques — Evaluation criteria for IT
security. This standard “is useful as a guide for the development, evaluation and/or

procurement of IT products with security functionality.”

GB/T 25070-2019 Information Security Technology technical requirements of security
design for classified protection of cybersecurity. This Chinese national standard outlines
security requirements for new technologies such as cloud computing, mobile internet,
Internet of Things, industrial control and big data, and the requirements for personal security

protection in new application areas.
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The requirements that manufacturers of connected products must adhere to are still hazy
and they differ greatly from one country to another. There is no global model for

cybersecurity requirements; however, most of the regulations focus on:

Data protection: the need to ensure that consumer data is secure, and that consumers are
informed of what exactly is being collected and how it is stored. Consumers must also be
able to easily delete their stored personal data without risk of their data being retained

without their knowledge.

Security: understanding vulnerabilities, detecting security breaches, and putting measures in

place to prevent an incident before having to react to it.

Testing: which will include passing various cybersecurity standards depending on the

country and its requirements at the time.

Certification: this is not yet widely implemented, but countries have started to develop

cybersecurity certification schemes, even though there is no global model so far.

Reporting: most of the regulations require companies to report any security breaches within

a short time period after becoming aware of one.

There are inconsistencies between countries with regard to cybersecurity terminology, goals
and scope of regulatory coverage. There is also no global consensus when it comes to
cybersecurity regulations and there is no common model that all countries follow. Most
countries agree on the importance of protecting consumer data, but there still is no

agreement on what exactly needs to be included in a cybersecurity regulation.
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New technologies are developed and introduced constantly, so it is hard for regulations to
stay up to date with each new development and to include provisions that would cover each

invention.

6. Conclusion

The aim of this paper was to present a brief overview of recent developments in

cybersecurity regulations and standards around the world.

Although many countries are committed to cybersecurity regulation, they have found it
difficult to match appropriate regulations with each new technology that is introduced. One
thing is for certain: clear cybersecurity regulations are becoming a necessity with the

increase of smart and connected devices.

Would you like to better monitor and manage regulations,

standards and requirements?

Since 2002, Compliance & Risks has been helping companies mitigate risk, drive efficiencies
and focus on growth opportunities via C2P, the compliance knowledge management

platform, and other solutions.

o Save time and reduce costs across your compliance functions
o Change the compliance mindset from being a cost center to a profit and growth
center

o Preserve corporate memory through the use of a single platform

Book a Demo
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https://www.complianceandrisks.com/book-a-demo/
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